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Dear parents . . .

The online world can sometimes seem like a confusing,
frightening and an overwhelming place.

Good news though, it doesn’t have to be! In fact, it can be an
empowering and transformative environment for both children
and parents alike.

You wouldn’t dream of giving your child the keys to a car
without teaching them to drive, and ‘digital natives” or not,
children and teenagers need the skills, knowledge and
support to learn how to navigate the online world safely and
responsibly.

The Irish Examiner, in partnership with CyberSafelreland, and
in association with Littlewoods Ireland has devised this Let’s
Talk Online Safety booklet to help you get started.

It's packed with advice and top tips to ensure you and your
family have a positive, fun, safe and empowering experience

online.

For further information and support visit:

cybersafeireland.ie

Layout and design by Dermot Ahern, Irish Examiner
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So what do we know?

84%
of kids talk to
parents about
online lives

87%
of 8-12 year-o\ds
have rules for

going online

13%
say ‘there aré
no rules’

of children
aged 8-12 own

30%
have followers
on social media
they don’t know,
offline

of children are
already on social
media despite the age
13+ age restrictions
set by social media
platforms

31%
of kids game
online with

Strangers

Al statistics are taken from Cybersafe Ireland Annual Report 2019, available on www.cybersafeireland.ie




1. Start the conversation now!
As soon as your child shows interest
in your phone or tablet, talk about
what’s okay and not okay to do
online in an age appropriate manner.
Talk to your kids about what they do
and see online as often as possible.

2. Do your research
Check out the apps and
games that your child is
using or wants to use.
Download it yourself or
watch videos on YouTube
about it and see what
functionality it has.
Look, in particular,

at whether it has

a chat facility,

how to apply

safety and

privacy settings

and how to

report abuse.

3. Agree the rules

Put appropriate boundaries in place
and apply them consistently, e.g. where
they can use their devices, who can be
on their friends lists, what behaviour is
acceptable, and not to share location.
Most importantly keep an eye on what
your children are doing online.

4. Build Trust
Trust works both ways. Make it clear that

more trust means more freedom. If the
agreement is you're going to check their
devices regularly, do it in a transparent
way. You don’t want it to be seen as

a threat so explain it in the context of
wanting to support and protect them,
not simply to limit their freedoms. You
don’t want them trying to hide problems
they encounter online!
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get started?

5. Establish Non-Negotiables
Boundaries are important and you need to
agree ‘non-negotiables’ so they will apply,
even when kids are not in the house. An
example might be ‘never meeting up with
someone you met online that you don’t know
offline’. Practice what you preach: don’t
expect them to adhere to rules you don’t
adhere to yourself.

6. Engage your thing, but taking an interest is
Talk to them about what they're seeing an important way of building good
and doing online. Ask them to show communication and better informing
you what's new, popular or trending. yourself.

Play a game together. It might not be




¥ o)
Staying safe on social media

More time online may mean more time on social media. Accept the reality.
If your kids are active online, help them stay safer with tese simple rules.

Always set accounts to PRIVATE to have more control
over shared content — most accounts are PUBLIC
by default.

0

Keep an eye on “Friends’ lists — made sure that permis- N “
sion must be requested to ‘follow’ or ‘friend’ the account.

Be careful to not overshare in the profile by giving
j away your image or too much personal information.

Turn OFF ‘Location Settings” — this prevents posts or photos ,’ﬂ‘. 8 www

and videos being geotagged and protects you location. N1/ ?

g Avoid clicking on targeted ads and giveaway offers —
& these can be scams or lead to inappropriate contact.
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Creating safe profiles

What not to have on social media profiles
school crest
face pictures
telephone number
location
personally identifiable information

Settings - the default setting is usually public
so make your account PRIVATE.

Understand the difference between Friends
(people we probably know offline) & Followers

(who could be anyone anywhere).

Understand the difference between

‘following and followers” — it’s ok to follow lots
of people, but not necessarily have them
follow you!

Emma O’Brien
St Mary-Anne’s Primary School - lives in Dalkey




Restrict the app access
Social media to microphone, devices
platforms often by contact list, camera Make the account
default have access and location private - by

to your location —

default social
media accounts
are usually set to
Allow some apps public - meaning
access to location anyone in the
is ok! e.g. Google world can see what
Maps or the local the account holder
weather is posting, their
comments, likes
and stories.

so switch location
settings OFF

Establish rules of who
can be followed,
whether your child
can allow followers,
and who those people
should be

Create a Close friends or
Supervised friends list - it is

a good idea to keep a close
eye on your children’s friends
list: ask them to think about
what they are sharing with
whom
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Social Media Posting

® Weigh up the benefits and risks of sharing the information
or image first - how will it affect me or others?

® Am | giving away too much personal information or
putting myself or others at risk?

® Ask yourself . . .
Is what | am posting
a true and a real
representation?

® Anything you post
can be screenshotted,
downloaded or
reshared - deleting it
does not mean it has
gone from the internet
either

® Whatever you post
will become part of

your digital footprint ® Will | be proud of
what | am posting or
sharing in 5 years?

Always think

BEFORE
you post




Social Media Scams

This an example of a social media account
created purely for scamming

Not many followers/following

® Look for tell-tale signs e.g. All posts on the page the same
image, few or no followers/following, computer generated
name, offers something free

® Wants to be clicked on - do not click the link as you cannot
trust the source

® Do not add these accounts as followers these accounts

® Do not accept invitations to join group or follow
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THINK: what is in your background? Do | want to share this also?

THINK: who is in your background? Does this person want to be
filmed? Do | have their permission?

Always remember someone can be recording or screenshotting
what you stream or post

Whatever you share can always be out there somewhere.
You can’t control what others do with your content.

Make sure streaming has ended and you have switched off
access to your camera or closed the app properly

If you're making and uploading videos only use copyright-free or
public domain images and music: always give attribution credit
to the creators.

Live Streaming or Upload
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Smart Device
upkeep

UPDATE...

® Have a secure passcode on ® Cover the camera on your
your device. devices when not in use . . .
® Change factory default Coveri ,
overing a computer’s camera
PESEHOIEE: doesn’t protect the device
® Never connect to free public from being hacked, but does
wifi - this is usually not prevent a hacker from being
secure. able to see whatever the
camera sees.
® Keep your device software up
to date - but remember Disable your microphone
always double check privacy access for most apps or cover
settings after an update, as to muffle the audio enough to
some of these can change. prevent a hacker from
listening in, uninvited.
® Update apps regularly and
offload any expired apps or
ones that you don't use.
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Safety settings

Use Parental Admin platforms

Google Family Link or Apple Family Sharing will give you more
control to monitor activity and content on children’s devices through
your own.

In-app purchasing

Some apps downloaded on smartphones may include in-app
purchases, so you may need

bank card details added to N\

accounts.

Passwords

Help your child to create
strong passwords: an easy to
remember mixture of letters,
numbers and symbols is the
toughest to crack!

Passcodes and Pin Devices
Make sure these are in use

and are sensible choices, not . ,
1234 for example!
Have rules on smart device —

use: where, when and how
can they be used?

Make sure to install software updates and teach your child the
importance of this.

Disable location services
Maps and weather are the only apps that need access to the devices
location.
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Online gaming
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Online bul

Cyberbullying is
platforms or apps
intimidate or coe
malicious intent.

It differs from tra
of bullying becau
carried out anyw
time of the day, if
has access to the

Exa

EXCLUSION r in chat groups
HARSH COMMENTS bs or other posts
FAKE PROFILES {{eRElfS@ellelo}[<

TAKING PHOTOS WITHOUT PERM or using
images/videos

‘BANDWAGONING’ pt up in a group
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Things to look out for

Some of the most common symptoms of cyberbullying or
being cyberbullied are:

| Withdrawn
" from friends
or family

| Sadness, Sadness,
' frustration or frustration or

anger when anger after
online being online

| Decline in
| Unusually school work
secretive or interest
about online in clubs &

activity activities

|Changes in Changes
friendship in sleeping
- groups habits




Dealing with cyberbullying

Whether your child is cyberbullied
or is cyberbullying ...

Stay calm, respond positively and reassure them. Encourage them to
talk openly and discuss options

Advise that they don’t respond or delete — screenshot for evidence

Use online blocking & reporting mechanisms

Check out privacy settings on their online accounts

Talk to the child’s school, and the Gardai if involving serious
harassment, threat of harm or indecent images or videos
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Link or stink . . .

even if there was, you wouldn’t
have to hand over your login
details or card details... so don’t
give these out if in doubt!

if
you are in any way sceptical
(which you always should be of
everything online). Take the time
and look for cues: these are not
always apparent at first glimpse.

check the sender address,
especially if it came by text -
you can also google to check if
things like this have been scams

previously. It may seem from a
reputable company but check the
actual address.

If anything looks wrong,
it probably IS wrong. Even if the
scammers don’t make any spelling
or grammatical mistakes they
almost always need to lead you to
a website that they control. Often,
that means a bogus link that you
ought to spot if you take your time.
Never let yourself get rushed into
clicking through, no matter how
much the scammers play on your
fear of missing out.



Staying safe on video calls

For stronger, smarter and safer communication

Use private
_ Turn off passwords and
additional features virtual ‘waiting room’
such as private chat for better control and
and sharing files to prevent ‘bombing’

Never share any
personal info in a

Beware of . Report any
phishing links: Zoom meeting issues directly
is it really a to Zoom

Zoom invite?
Keep your

version updated

regularly m

S
Q_

-~ 0

=
~
~
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aving a cover for camera is
H a good idea - you can either

use a post it or bit of tape or
buy a sliding webcam cover

It is important to know how to turn
camera and microphone features off
on the platform you are using (they
all differ). A quick search on Google
or YouTube will show you how!

Know who you are talking to or
who your are letting join (create a
registration link).

If you are setting up the conference
call or webinar, have a password.

NEVER share personal information
on video call especially on the chat
feature.

Use a virtual background or plain
wall or space in your house.

Always be aware someone can be
recording or screenshotting your
calls.

If you are sharing your screen,
have the tabs open and ready to
share - this limits access to private
information or inadvertently
embarrassing pictures!

Keep pets in another room -
especially if it is a work call or
serious meeting!
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Sexting

Sexting is sending sexually explicit photographs or messages via mobile
phone. Ireland has one of the highest teen sexting rates in Europe.

88% of sexually explicit self-generated images end
up somewhere on the Internet, even if they are sent privately originally

Explicit image/video of a child could be an offence under Child Pornography
legislation: don’t screenshot, share or delete these images

The emphasis should always be on containing the image/ video as much as
possible and supporting the child

Contact the Gardai for further advice on how
hest to proceed

Remember that curiosity about sex, sexuality and their appropriate expression
are normal parts of young people’s development

It’s important to establish the difference between consensual and non-
consensual explicit image sharing in terms of understanding how best to
approach the problem when it does arise.
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Digital
footprint

0“:';‘1 0‘:-"‘-
.. . . . & -:’.:’:’-:'::::
A digital footprint is the trail we leave L ¥
behind us online and is very hard to -
erase. Almost everything we do online  &53 ’:‘,-;:.!
adds another piece to our digital i
footprint, s0 it's ess‘e.ntlal to try . o5
and make it as positive an e * "
. . . . ' "‘. T
imprint as impossible! ‘:‘:: g3
Keepi
4
eeping -
- - wht
' “‘
it positive . .
e
L0 Z
THINK before you click ‘Send’ =t oy
£, !
Be KIND to others, show EMPATHY EATIE
Don’t OVERSHARE &
Try not to BANDWAGON SN

Don’t RESPOND to cyberbullies or
people you don’t know

REMEMBER what you post online
stays online

Google yourself: would you be
PROUD if someone else did?

&,
) &‘
m oy
208 g4 .’:‘

' '

Qs T
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How to spot fake
information online

/*'4

W o

—

More time online means more exposure.
We're creatures of habit, but try to vary your sources and
watch for fakes

NEWS

Beware of Forwards! Did it originate
on social media or is it from a
reputable new source? Finding

the same story in at least two or
theree trusted places will help test it
veracity.

ACCOUNTS

Not all accoounts are real and
many are ‘bots’, designed to troll
people, generate likes, comments
and followers or take over accounts
automatically — they aren’t real
people!

INFLUENCERS

There are lots of influencers and

models on social media like Miquela
or the Balmain Army, designed by
companies using Al technology. They
look real, they feel real, but they're
not!

E-MAILS

[t might look real, but check the
address. Does it use your name or
just ‘Dear Customer’? Poor grammer
and spelin are also a giveaway that
it's probably fake.

DEEP FAKES

Al technology can take existing
video and mimic the speech patters
to get famous people to make
unexpected or false statements. They
look very real, don’t be fooled.
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Don't get Phished

.

1. Check the email address, even if it’s a company you trust

2. Change password regularly — make them strong

3. Watch out for vague terms like ‘Dear Customer’

4. Be suspicious of odd grammar and spelling

5. Never open unsolicited attachments

6. Beware of e-mail or app ‘forwards’

7. Hover over links to see the sources




top 10 tips

for staying SMART
and SAFE online

www.cybersafeireland.org

Visit our website
for more

information,
advice and
resources
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Switch off
location settings
and understand
the dangers of
geotagging posts

N2
v

Discuss the
importance of
personal information
and dangers of
oversharing

L

Do things
together
online

~
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Use parental U
controls and filters

.
at home and on
devices \ “

Try ‘device-free’ |
dinners and model {

yourself

JDiscuss the diffrence

between friends

and followers

~

the hehaviour
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Do your research on|_|
popular apps and
games

J Talk about the
positives and
l negatives of being
online

S

~

Have a device .
bedtime that’s earlier
than your kids
bedtime
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