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Staying Safe Online

A

Cyberbullying
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What is cyberbullying?




When someone  uses

FmoO D ‘%

internet or a phone to be mean,

hurtful, or frightening.




This can happen on...

e

Emails
Social media Text messages

7 ¥ &

lne games Chat  apps




Examples of Gyberbullying

p e @8

Posting someone's photo or video

2 = M

internet without their  permission.




Examples of Gyberbullying

¢ bk

Excluding others from groups.

T M T

Calling people names online.




Examples of Gyberbullying
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Sending  hurtful messages.

P G
A O

Typing nasty comments.
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Examples of Gyberbullying

SOW L

Threatenin

g to share

@? @
£330

persona

information online.
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Examples of Gyberbullying

= ) E; é&?

Copying others behaving badly

o [ £

in a group chat

UIRNUD , 4

even though it's wrong.
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How does cyberbullying make

T

us feel?




Cyberbullying can make us feel...

Sad ?

confused

Worried

self-conscious



Remember!

e —

You have the right to

feel safe.
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Mo B o

need to use kind

B

words and other people online

)/ IR VAR v

should also be kind to you.
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Connected

Video Link

18


http://www.youtube.com/watch?v=dpClgZGs3dM
https://youtu.be/dpClgZGs3dM

Be kind online.

A good onlme friend:

7@5’é+ ‘ﬁ%

Is kind and respects

19



A good online friend...

Makes you feel safe.

® ¢M

Does not pressure

20



A good online friend...

00 ) @8-

Accepts when  you say




A good online friend...

pr @ WX e

Good friends donot bully people!
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Talkto somebody that you

trust

24
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"'N- Unit 2

Staying Safe Online
¢y JL M P

Digital Footprint. Protectmg your privacy.

26



What is your digital footprint?

Your digital

N

leave

you go

¢y [

footprint is the trace

3 it b

behind everytime  that
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Think bhefore you post!
A O 34
Who will see this?

o W o Q) 1

AmI sharing toomuch about myself?
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Your online activity

N &L

cannot be deleted!

29



or devices
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doyou use?



https://pixabay.com/illustrations/tiktok-tik-tok-social-5323939/
https://en.wikipedia.org/wiki/File:Instagram_logo_2016.svg
https://commons.wikimedia.org/wiki/File:YouTube_full-color_icon_(2017).svg

Remember!
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These rules are the same

online!
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information

personatl
©
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~A
information about yourself

Don't share

i KR

with people  you




Examples of Personal Information

A

Your name.

AR

Your address.




Examples of Personal Information

MR

Your phone number.

Ah %

Your bank details.



Examples of Personal Information

v @B -

Photos or videos with

o

your image.




Examples of Personal Information
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Credit Card or Identitycard numbers.
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A computer's settings are setto

;UL

'public’ so we haveto change the

E S XX
settings to 'private' to keep our
9

personal information to ourselves.

D_ 23\1: | |
D 8— 1.@ XY
D_
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< Privacy

DISCOVERABILITY

Private account

With a private account, only users you approve can follow
you and watch your videos. Your existing followers won't be
affected.

Suggest your account to others

< Privacy

Discoverability

Private account C

With a private account, only users you approve can follow
you and watch your videos. Your existing followers won't be
affected.

Sync contacts and Face

PERSONALIZATION AND DATA

Ads personalization >

Download your data
Get a copy of your TikTok data

38

I s || >
rivate:
] tial to make your accounts P
It's essentl
> Sync contacts and Facebook friends >
Personalization and data
Ads personalization >

Download your data

Get a copy of your TikTok data



https://www.maxpixel.net/Application-Tiktok-Icon-Logo-Tiktok-Logo-Tiktok-6338432
https://www.maxpixel.net/Application-Tiktok-Icon-Logo-Tiktok-Logo-Tiktok-6338432
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Passwords keep

LS|

personal information

39
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Your password is private. Donotshare it with:

O

I¥\
'l ".“ “ M M @
J‘ ‘\ Q

X strangers or X people online.

L V¥e= 1 He

Only share with someone ou trust if

A L2

need help.

40
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What makes a strong password?

b of C

Which of these is the strongest password?

A c Ja
953388888888 YBBoyz(;>

"2
PassWQr-d D *WSR():K. :

41
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Always use a combination of:

%. @ abc

*8 - 12 symbols including letters

+ 5‘_ abc

«capital and low letters

% + 123
*symbols and numbers
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*Nicknames or made-up names are better for

*

user names

i ™

«Use different passwords for your online

accounts

43
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Don't use photos of vyourself.

2

It's better to use avatars or emojis

or a nice scene. 44




Remember!

 information

Keeping your persona
\3 ..... v %ﬁ

=

[E—
online, helps

safe

/@ N
ﬁ to protect you.
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Location settings
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Location settings —

wifi

==

- mobile phone networks

@ B F

- GPS (signals from satellites.
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Show Nearby Photos
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https://en.m.wikipedia.org/wiki/File:Google_Magnifying_Glass.svg

3

Location settings

7@%@&%‘7@

Can help you help you find

Mey 8 H
e /v

your way to somewhere new

using

maps.



With
Location
Settings on,
people can
see your
location
from
whatever
you post.

Make sure
they are
switched off!

09:41 al - @)

< Back Photos

ALLOW LOCATION ACCESS

Never
Ask Next Time

While Using the App v

App explanation: "Your location is used to
create Memories from photos that were
taken nearby.”

Precise Location

@

Allows apps to use your specific location.
With this setting off, apps can only
determine your approximate location.

09:41 al - @)
< Back Photos
ALLOW LOCATION ACCESS
Never v

Ask Next Tj

ile Using the App

App explanation: "Your location is used to
create Memories from photos that were
taken nearby.”
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{ Settings

7

D

c0B0B* )

o

il

Location Services
Contacts

Calendars
Reminders

Photos

Bluetooth
Microphone
Speech Recognition
Camera

Health

Homekit

Media & Apple Music
Research

Files and Folders

Privacy

On

£ Privacy

Location Services

Location Alerts

Location Services us
Wi-Fi hetspot and

Location Services

s GPS, Bluetooth, and crow
abile phone mast locations to dete

your approximate location. About Location Services &

Privacy...

Share My Location

8mm
AccuWeather
Aer Lingus
Airbnb

App Store

BBC News

EeBODE « 0@

Booking.com

Camera

2

While Using
While Using
Never
While Using
Never
N

While Using

While Using

<« While Using

{ Privacy Location Services

Location Services

Location Alerts

aul
Lo deter
your approximate location. About Location Services &
Privacy...

Share My Location

3.

51



Turn privacy settingsON 10D
Turn OFF location sharing @i
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Staying Safe Online
{ 8. -9 P

Information on line - real or fake?

2

Online scams.




Mo s g W

will look how tricky it can be to

AL P+ 2N D

identify what's real and what's fake online.

ﬁ&@M EVERR\

will help you check this.

55



What is Al?

=
(o) &

makes  fake

IS a computer

> L

programme  that

e %@ +@

messages photos and videos

£ 5P

that look

real.



What is Al?

2 & O $ 98D

w a partof so many apps that

%ﬁ \}é’ ® © Google



About Al

P ¢ e By}

even copy someone's

R ORY,

voice make it sound like

bbb e

somebody that you  know.

58



About Al

S 7 (o) [

make videos of famous

QM

people and make them look real
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Deep Fake Tom

Video Link

60


http://youtube.com/watch?v=iyiOVUbsPcM&feature=youtu.be
http://www.youtube.com/watch?v=iyiOVUbsPcM

o

This

is called a

+

and it is

illegal

61
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This is another reason why we

o e G

should not share our (or other

T @

people's) photos or videos



apps

cameras or

Cmma with xSQ permission of _.Sam Zv\_SQ _m__m Hunt
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https://www.theguardian.com/lifeandstyle/2019/jan/23/faking-it-how-selfie-dysmorphia-is-driving-people-to-seek-surgery
https://www.theguardian.com/lifeandstyle/2019/jan/23/faking-it-how-selfie-dysmorphia-is-driving-people-to-seek-surgery

Flying Penguins

Video Link

64


https://www.youtubeeducation.com/watch?v=9dfWzp7rYR4
http://www.youtube.com/watch?v=9dfWzp7rYR4

Of course
it's fake!

65
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Remember that what we see

¢ O
L]

onlme is not the whole picture
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Try googling ifitisa scam ora
¢ T 3 (

Can you find the same information

>

places?

Check the source - s it trustworthy?

in other

67
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arenot sure if something

@ L A

TR

online is real or imaginary...

Just ask ~ someone you  trust.

68
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Not everything we

9

Q)
online is true




engelsinn
Sponsored

Lot R ) S
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ﬁo No requlrements

Get Offer >

AA

> Test Your Bond

& dare2020.site @

@ Test Your Bond ## &

Enter your Full Name

Full Name

& Start -»

.

J

What is your Favorite dessert?
Your Level of Laziness?

What do you use the most?
What would you drink?

Which one you mostly do?
What are you good at?

If you win a lottery what will you buy?
Which is Your Favourite Color?
What's your pick: pen or pencil?
How many rings you have?
What is your favorite drink?

Do you have Android or IPhone?

Congratulations!

Today, 6 March 2022, you have been randomly
selected to take this survey. It will only take a minute
and you will receive an amazing prize: Apple iPhone
13 Pro!

Like every Sunday, we offer amazing prizes to 10
users. Today's prize is an Apple iPhone 13 Pro! Only
10 lucky users living in Ireland will be the winners!

This survey is conducted to improve the services
provided to our users, and your participation will
100% rewarded!

You only have 1 Minutes 24 Seconds to
this survey.

Hurry up, the prizes are limited!

Ads, quizzes and offers - THINK bhefore you click!
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Be careful with adverts on websites and

®ew@m MM

social media. Some adverts are fake. They can

LAY IR A

bring you toa fake website.
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Criminals ca copy real websites to trick

R PO »

people. A fake website may try to take

N M &

your personalinformation or your money!

73



Phlshmg happens with email, messaging or social medla

w5 B AR

It might look real or from a company that we

3@.

recognise.

Moo & ] + My Y X

Never Click on links and never share any

&7

personal information.

s @ 4 M@ HN

Always ask someone you  trust if you arenot

ol

sure.

74


https://www.needpix.com/photo/1046479/fisherman-caught-fish-fishing-man-catch-lucky-the-net-rod
https://commons.wikimedia.org/wiki/File:Mail_(iOS).svg
https://commons.wikimedia.org/wiki/File:Instagram_logo_2016.svg
https://pixabay.com/illustrations/tiktok-tik-tok-social-5323939/
https://commons.wikimedia.org/wiki/File:Mail_(iOS).svg
https://commons.wikimedia.org/wiki/File:Instagram_logo_2016.svg
https://pixabay.com/illustrations/tiktok-tik-tok-social-5323939/
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could lead you a

e‘fi -

scam or a computer virus.

X
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Make sure you think carefully and

ask someone you trust.

76
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If you get a call

& £

do not recognise...

from a number you

77



Let the message goto voicemail.

Talkto someone you  trust.

T

Block the number. e
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'“N Units4 and 5

Staying Safe Online

Safe behaviour online.

=

Online dating.

80
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are online doing many different

Y

online activites.
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It's good to get the balance

ol 4 1R

right between time

+§f®£

devices and time doing other

' g

activities.
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Limit screen time everyday. Hang

Qs &%

No phones at the dinner table.

ARG A A &

Doyou have any hobbies or play sport?

out with friends and family.

83
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It's a goodidea to  put

MO e

your phone away,

1 hdur

O Mt e

before  you goto bed.

Mo A,

You will  have a better sleep!
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https://pxhere.com/en/photo/1195543

Chatting online

85


https://www.flickr.com/photos/brother-uk/39808771084

3

Chatting to

19

our

friends online

* ™\ %
&

fun

86



Friends are

Vadl) v\

kind people you

‘O L] A

have

in person
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Only let your

¥)

you online

friends

follow

88
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Don't let

+ X &4

and don't

strangers follow

follow strangers online!
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Some celebrities have accounts for people to follow

L O 1T e M

but celebrities arenot our friends. They are

2 ‘0" [=3

A &

strangers to us soit isnot safe to contact
M

them.

90
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Chatting to  our work colleagues online

e R

is different and more formal

wo WA

haveto be very careful

91
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Do not: Do not: Do not:

o 10,
or call Share information
Use text talk

= % &4
%ﬁ D your: 9SS work  colleagues

in your messages |£,> Eﬁ% 13 ’ wgm

outside work hours that is inappropriate
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an you photograph or video people at

93


https://www.pxfuel.com/en/search?q=video&page=3

NOT1-h s iy @

You must always ask permission!

XEN

Don't post  other people's photos or

videos onllne|

94
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Think before  you click!



https://pixabay.com/illustrations/think-idea-incidence-awesome-3552245/

-2 HE

There are rules or everything

(\J add to cart]

[ J

TikTok

96


https://www.needpix.com/photo/18561/shopping-cart-button-shopping-buy-online-shop-sale-sell
https://pixabay.com/illustrations/playstation-ps4-gaming-controller-5039666/
https://pixabay.com/illustrations/make-phone-calls-a-phone-call-5030997/
https://commons.wikimedia.org/wiki/File:Google_wordmark.svg
https://commons.wikimedia.org/wiki/File:Musically-tiktok.jpg
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Follow the one ru

2
3
4

es Or...
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You

X! @

might get in trouble with

R &

the law!

98



Onllne rules for a positive onllne journey:

MO+ @2

Follow who you like and trust online

N 85 @2

Don't share images or videos online

99



Onllne rules for a positive onllne journey:

e o A

Think before  you post onlme

Be kind onllne




Onllne rules for a positive online journey:

Don't respond to cyberbullies or

M2 T X &2

~~

X

’\\
i
L. N
n

I\

g
- -~

strangers

0

STOP!

Your online actlwty cannont be deleted.

BLOCK

TELL

K0}

101



' Online Dating ' |
DRV G E

Online dating can be fun and exciting.

2!

It is important to keep ourselves safe.

v
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Think about WhICh platform wantto use

103



ou trust about

L]

setting up a safe online profile.

104
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Don't share your name or address or photo.

2 Mo "Had

Alway arrange to meet in a public place.

Bring a friend along.
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Always check your privacy and your

4
23‘ :
1-@

location settings.

106



Remember!
Rl 27 & LY
SN @ —
People can create fake profiles and

G5 + B %4

accounts and pretend to be someone else.

Can you trust them?
107



personal information or makes you

§ @ oo

uncomfortable or anxious always tell a

D 2

trusted family member or support worker. 108
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Always check your privacy and your

4
23‘ :
1-@

location settings.
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INTRODUCTION TO
SAFE ONLINE
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D a Tl N G Online Dating

Video Link

10


https://www.youtubeeducation.com/watch?v=iimrcdhC03g
http://www.youtube.com/watch?v=iimrcdhC03g
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Staying Safe Online
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Sexting and Pornography.

13



Sexting and Pornography

14




Today 14:15

-

come on just ONE sexy

pic

Hmmm don want you

What i.s sexting? showing your friends lol

i won't show anyone. for
real

Never?!!

Share your answer ... promise X

Delivered

15

GIPHY via #images



Today 14:15
W come on just ONE sexy XX '
pic 4

'Sexting' is sharing

.|
n ’” Q @ i won't show anyone. for
sexually explicit online content il

Never?!!

Hmmm don want you
showing your friends lol

Ty

,
A
|

Delivered
or 'nudes' of yourself

MR

or of other people. GIPHY via #images e
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Mo W

You should never share nude pictures

M M LR e D

yourself with people that you donot really

know onllne 17
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You should never feel pressured

o W = M

into  sharing nude pictures of yourself.

18



X im @ @ T &

not know where that

@WETG

photo could en on the mternet'

19
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Not everyone

A ow

Someone might

P I I\

that you shared with them

Is kind onllne

@

photo

a nude

use

to blackmail

AV

you.

120



The

i O

There are laws to stop this.

Y IRy .

You wouldnot want your image or the image

A as 2

of someone you carefor - being shared online.



https://commons.wikimedia.org/wiki/File:Balanced_scale_of_Justice.svg




iParent Online
Pornography

Video Link

123


https://youtu.be/-Nh8JoyKKjE
http://www.youtube.com/watch?v=-Nh8JoyKKjE

O =%

Know that pornography is not real and

e # T

itis not the best example to be copied in

M @

your own life.
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In real life  relationships people

WP 1L

show respect to one another.

125
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They care about each other's feelmgs

126
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They donot tr make someone

fig shea b M @

do  something that they donot

@@@ﬁ@

not want to




Remember! 5

7@;@0 5]

Do agree pay for sites or
send money to people that you

s ® @

not know. 128



Remember! ""

g — @s/
" K = of R1X

Viewing pornography online is private behaviour.

129
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Ze SMART wett a tearnz!
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Don't share your personal information

131
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If someone is nasty to you

ANy,

asks to meet you:

or

132



Don't meet strangers

133
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= accepting

e sl B r M

Don't accept invitations from strangers

134
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= really check

% X H MM ----- =,

Remember not everythmg you see online is

<%

true
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t = talkto

BLMHE 1 ©

Talk to someone trust if are worried or

OO
‘@m&’

upset  with something ou have seen  online

136
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Connected

Tom Cruise
Deep Fake

iParent Online
Pornography

Flying Penguins
BBC

Introduction
to safe online
dating:
kare.ie
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